JINCTOBKA

Iomuuus npenynpexgaer!!!

MOoIEHHUKN TOCTOSHHO M3BICKMBAIOT BCE HOBBIE M HOBBIE BapHaHThI
XMIIEHUA 9yXKOTo umyIectsa! bynpre octopoxus!!!

He orkpbiBaiiTe HE3HAKOMBIM JIOISIM, HaXe €CIH OHH IPECTABIMIOTCS
paboTHuKamMu conuanbHbIX cinyxk6, JKKX, HOTUKIMHUKA, U T Mo Toro kax
OTKPBITE IIBEPh HE3HAKOMILY, IIO3BOHMTE B Ha3BaHHYI0 MM OpTaHU3ALHUIO U
YTOIHHTE, HANPaBIISIIA JIU OTTyJa K BaM CIENHUATUCTa. 3aNMIIATe BCe HYKHBIE
Tesieonpl 3apaHee. TenedoHBI CONMANBHBIX CTy)6 MOXHO Y3HATH B eIMHOM
OecruaTHOM cripaBouYHOi ciryx6e 09.

He nosepsiite, eciu BaM coo6IatoT, 4To BaIll POACTBEHHUK UM 3HAKOMBIIA
nonan B Oelly, U CPOYHO HyXHA (MHAHCOBAS NOMOIIb. JT0 o6Man! TexHuKa
CCrOAHSA  IIO3BOJISIET JNaXke IIOAJeNaTh ToJoc d4ejoBeka. (Q6s3aTebHO
nepe3BOHHTEe OJIM3KOMY Ye/IOBEKY HJIH €ro OKpY:KEeHHIo, y3HaiiTe Bce Jim y
Hero B mopsiake. ITo3BoHuTe B MONULHIO, OOJMBHUILY, YTOUHHTE, [EHCTBUTEIHLHO
JH POJNCTBEHHUK HaXomuTcs TaM. CooOIIMTe O IIONBITKE MOINEHHMYECTBA B
IIOJIALIHIO.

Bam moctynun TeneoHHBIH 3BOHOK WM CMC-COOOILIEHHE, B KOTOPBIX
COOOIAETCS O BBIMIPBIIIE, GIOKUPOBKe GAHKOBCKOM KapThI, IIpoche [IEPEUYUCITUTH
AICHPTH 3HAKOMOMY, BHECTH MpPEJOIUIaTy, OTHPaBUTh CMC-COOOIIEHUE IS
nepexona Ha Oosiee BHIrOAHBIA Tapud. He mnepessanuBaiite Ha HOMep
3BOHUBINEIO, He NpPUHHMAHWTEe HMKAKHX Mep, He CBA3aBIIHCL C
opuuHANLHBIMH  TpeJCTABHTENSIMH  yKasauHoii  oprammsaumu!  He
OTKpbIBaliTe B Teje)OHEe COMHHTEJNbHBIE CCHUIKH H3  COOOLIEHMI,
HCNOJIb3YyTe AHTHBHPYCHBIE POrpaMMbI!

bynwTe 6puTensus!!!



JUCTOBKA
OCTOPOXHO MOIIEHHUKMU!!!

Ob6pawmaemes K rpaxkaianam neHCHOHHOIO BO3PACTa B IEPBYIO oyepenn!!!

Ecnmu KTO-TO 103BOHWI U IIPOCUT JE€HBIH OT HMEHU POACTBECHHHUKOB, HE
nepe}:[aBaﬁTe HX, IIOKa H€ YTOYHHUTE HH(bOpMaI_[I/IIO Y POACTBEHHUKOB II0 HUX
JIMYHBIM HOMEpaM TeJIe(bOHOB.

He nepenaBaiiTe U He NnepeBoMTE AEHbIH:
- 3a JIeKapCcTBa IIOKa HE corniacyere MH(POPMAIMIO C JIEYaIliM BpadoM U He
yOenuTeCh, UTO 3TO XKU3HEHHO BaM Heo6X0auMo;
- €CJIM IO3BOHUT KTO-TO MNPEACTABUBIINCH COTPYJHHKOM IPABOOXPAHUTENHLHBIX
OpraHoB;
- 38 CHSTHE TIOPYH.
o BceM BhIIIeyKa3aHHBIM (akTaMm obparnaiTech B «02.



ITAMSITKA
110 MPO(pUIIAKTHKE MOLIIEHHUYECKHUX JISHCTBHIMA

Cers UHTepHeT, ABISSICH KPYIHENIMM CpecTBOM 06MeHa uH(pOpMaIueli, B
TO JK€ BpEMs IIOPOXKIAET CTPEMHTENHLHBIM POCT MPECTYINIEHUH, CBA3aHHBIX C
HCITOJIE30BaHUEM HH()OPMAIIMOHHEBIX TEXHOJIOTHIA.

Ilpusnaku mowennuuecmea co cmopons nokynamensa npu npooasicax 6
Hnmepneme:

1. Ilokymarens He 0c060 MHTEpECyeTCs: TOBAPOM, GHICTPO JEMOHCTPUPYET
CBOE XEJIaHHE CAENATh MOKYIIKY U IIEPEXOAUT K Pa3roBOPY O CIIOCOOE OIIATHL.

2. IlokynaTens MPOCHT BAaC HA3BaTh IOJHBIE PEKBUSHTEHI KAPTHI, BKIIOYAS
baMUITHIO-UMSI  JIATUHHULEH, cpok pneiictBuss u CVC-koxa. Ilpu momomm sTux
AI@HHBIX OH CaM JIErKO CMOJXET pacIuIaTHThCS Balleil kaptoil B UHTepHerTe.

3. Iloxymarenb IpOCHT Bac COOOIIUTH €My pAas3IUYHBIE KOJIBI, KOTOpEKIE
OpHAYT K BaM Ha MOOWIBHBIA Tene(oH, fKOOBI HEOOXOMUMBIE eMy I
COBEpILEHUS IIJIaTexa.

Ilpusnaku mowennuuecmsa co cmoponst npooaguya npu nokynkax e
Humepneme:

1. OrcyrcTByer anpec u TenedoH, Bce OOIIEHNe IPEIAraeTCs BECTH yepes
3JIEKTPOHHYIO IMOYTY HJIM IPOrpaMMbl 0OMEHa MIHOBEHHBIMU COOOIIIEHUSIMI.

2. OTCyTCTBYET peanbHOe UM IIPO/IABIIa, YeJOBEK MPSUETCS 38 «HIKOMY.

3. Ilpomasen 3aperuCTpHpOBaH Ha CEPBUCE HENABHO, OOBSABICHHE O
IIpOfaKe — EMUHCTBEHHOE €r0 COOOIIEHHE.

4. OObsiBieHrE OMYOIMKOBAHO C OIIMOKAMH, COCTABIEHO HEOPEeXKHO, 6e3
3HAKOB IIPEIIMHAHUS, 3arJIaBHBIMH OYKBAMH H T. 1.

5. OrcyrerByer (oTO TOBapa, MO0 Ke NMPUIOKEH CHUMOK U3 MHTepHera
(9TO MOXHO ONIPEAENHTH, UCIIONB3YS CEPBUCHI [IOMCKA JXyOITHKATOB KAPTHHOK).

6. CiuMIIKoM HHU3Kas IleHa TOBapa B CPaBHEHHM C aHAIOTAMH y APYTCHX
IIPOJIABIIOB.

7. IlponaBer TpeOyeT IOJNHYIO MM YaCTHYHYIO NPENOIUIaTy (HapHMep, B
Ka4ecTBe TrapaHTUH, YTO Bl IIOWJETe IONy4YaTh TOBAp HAa IIOYTE C OILIATOM
HaJIOXKEHHBIM IIJIATEXKOM ).

9. IlpomaBel| NPUHHUMAET OILIATY TOJNBKO HA AHOHUMHBIE PEKBU3HTHI:
BJICKTPOHHBIC KOLIEIBKH, IIONOJHEHHE MOOWIBHOTO TejneOHA WIM HA WMS
JPYroro yenoBeka (POJACTBEeHHUKa, Ipyra U T. I.).

Kax ne cmameo sicepmeamu meneghonnvix mowennuuecma:

— Ilpu TeneoHHOM 3BOHKE OT MMEHH SIKOOBI POJICTBEHHUKOB M COOOIIEHUN
O TPY[IHOH CUTYallUH CIEIyeT JO3BOHHMTHCS JIO POAHBIX M GIIM3KUX, 0 KOTOPBIX
MIET peYb, BBUICHUTH IOAPOOHOCTH CIYYHBIIEroCs, a He IEPEeBOJUTh H He
OTJaBaTh ACHBI'M HE3HAKOMBIM JIFOISIM;
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— Ilepe3BOHUTE (a JydIle Bcero MOAOMTH) B JIFOOOE OTIEeHHE OaHka, oT
MMEHH KOTOPOro MpHUIUIO COOOUIeHHe o mpobiemax o6GCIy)KHBAHHS IO
pacyeTHOMy cYeTy/KapTe, M PENINTh BCE BO3HMKIIHE BONPOCH. MOXHO Taike
TMO3BOHUTE CBOMM OJIM3KUM, KOTOpBIE XOPOIIO pa3sGUpalOTCs B COBPEMEHHBIX
TEXHOJIOTHAX, paccKa3aTh O IOCTYINHMBIIEM COOOIIEHHH W CIPOCHTH COBETA.
Crenyer 3anoMHMTB: HU OJMH OaHK He OyfeT NPOCHTH BIAeNbIA KapThI
COBEpIIATH KaKHe-THO0 NeHCTBUS MO TeNedOHy MM COOOIIATh PEKBU3UTEI KAPTEL,

— He coobuiats He3HaKOMBIM JIOISIM (KaK MPH TMYHOM KOHTAKTe, TaK U IO
TeneOHy WM MHTEPHET-TIEpENuCcKe) JHaHHble O cebe, CBOMX OJIM3KHX,
PONCTBEHHUKAX, OAHKOBCKHX KapTax, TO €CTh JIOOYI0 KOH(DHIEHIIHAILHYIO
(JIn4HYI0) HHPOPMAIIHIO;

— He ocymectBisTs mpeporiaty 3a ToBap HIM OGEMIAHHYIO BBIILIATY
(ycnyry), IpOM3BOJMTE OILIATY TOJBKO NPH UX (AKTHYECKOM HOJyISHUH.

Kax ne cmameo sicepmeoii unmeprnem - mowennuuecmea:

— Citetyet BHUMATENIBHO M3YYHTh HH(MOPMAIMIO UHTEPHET-CAHTa, OT3BIBL,
CPaBHUTh LEHBI 32 HHTEpecyrouui ToBap. OTCyTCTBHE HH(DOPMAIUHM, 3aITyTaHHAS
cHCTeMa MOTyYeHHsI TOBapa 3a4acTyIO SBIIAIOTCS NPU3HAKAMH MOIIEHHUIECTBA,

— Iony4urs MakcuMyM CBeleHHIl O IpoJaBLe WIM Marasume: ajgpeca,
Tee(OHBI, UCTOPHIO B COIMANIBHBIX CETSX, HAJIUYHE CIY>KObI JOCTABKA M T. II.
JeficTByIOIMe JierajbHO HMHTEPHET-MArasWHbl WM PO3HUYHBIE IPOXABLIEI
pasMeIIaloT MOJHYI0 MH(GOPMAauuio M paboTaloT IO HPHHLMILY «OIUIaTa ToBapa
IIOCJIe JJOCTaBKUY;

— Heinb3st coobmath (MOCBLIATE IO 3JIEKTPOHHOM MOYTe) MHAOPMAIMIO O
CBOMX IUIACTHKOBBIX KapraxX. IIpecTymHHKH MOryT BOCIOJIB30BAaTBCS HX
PEKBU3UTAMK U IIPOM3BECTH, HAIIPUMED, pa3IHYHBIE TIOKYIIKH.

Buabl MOmIeHHHYECTB B CETSIX COTOBOM H MPOBOJIHOM CBSI3H H B CETH
HNutepuer

1. MolmeHHHYeCTBa, cCOBEpIIAeMble ¢ HCIOJL30BAHHEM MOOHILHOM M
NPOBOJIHOM CBSI3H:

a) Comoevlii u npoeoonoi mene)on UCnOBL3Yemca Kak Cpedcmeo
nepeoauu 2010c060U uHPOpMmayuw, TOABUNBI, THIEI: «Balll ChIH ITOHAJ B
aBapHIo...», «Mama/mamna y MeHsI MpOOJeMEL..», «3TO M3 OaHKa/COIBAIUTHl U
p...».

0) Comoeniii meneghon ucnonvzyemcs onsn nepeoauu CMC c nodcnoii
uH@opmayueil: «MamMa, KUHb MHE Ha 3TOT HOMeEp JIEHEr, IIOTOM BCE OOBSICHION,
«Ballla KapTa 3a0JIOKMpOBaHA MOJPOOHOCTH IO TEJ..», «C BaIllero CueTa CIIMCAHO
5000 py6ueit, mogpPOOHOCTH IO TE...».
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6) Comoeuvlii menedpon u eawe o6wvasnenue ¢ cemu Humepnem (caiir
Avito) HMCTIONB3YeTCsl MOINGHHHUKOM JUIsl MONYYeHHs OT BAC MaHHBIX KapThl ©
IPUBSI3KH KapThl K MOOMIIBHOMY TeJle(pOHYy MOIIEHHHKA:

-« IO BallleMy OOBsABIEHUIO Ha Avito (o mpomaxe, o cpade B apenny),
COOOIIUTEe MHE JaHHBIE C Balleil KapThl W KOj Ha oGpaTHoi CTOPOHE I BaM
OTIIPaBIIIO IE€HBTH...»), :

- (1 X0y OTNPABUTH AEHLIM BaM Ha KapTy 3a ToBap Ha Avito, mpemorurary
3a apeHAy, y Bac KapTa IIpHBs3aHa K MOOMIBHOMY OaHKy, €CIM HeT, WIUTe K
GaHKOMaTy s Bac IIPOUHCTPYKTUPYIO KAK ITOAKITIOYNTE MOGHITHHEIN GaHIo).

Ilpu mosyyeHuu cOOOIIEHUSI HE HYXHO IIepe3BaHHMBATH Ha yKa3aHHBIE
HoMepa. MOIIeHHUKH MOTYT IOTpeGOBaTh NepefaTh JEeHBIHU Kypbepy,
TIEPeIUCIUTE UX Ha KApTy, HOMEeP MOOHIBHOTO Tese(hOHa, IIOMBITAIOTCS IOy IHTh
OT Bac cBeJIeHHs 0 Baruelt 6aHKOBCKOM KapTe, Ipe/yIoKUuTh IPOHTH K OaHKOMATy M
COBEPIIUTH KaKHe-IMOO olepanuu y OaHKOMAra, MONPOCAT COOGINATEH KOJIBI
KOTOpBIE IPUXOAAT K Bam Ha Tenedomn.

B ciyyae mnomydeHHsS BXOIAINETO 3BOHKA HEOOXOIMMO IIPEKPATHUTE
pasroBop, Jaxe eciu COOCCeJHUK BCENSeT YBepPeHHOCTh B CBOEH IIPaBIUBOCTH.
MoureHHIKY 00/1a1af0T [ICHXOIOTHYECKHME IIPHEMaMK BBEICHHS B 3201y K IeHHE,
6o obnamaroT MHMGOpManMel O MOTepHeBHIEM M ero OIM3KUX. AHATOTHUHBIE
Cllydad MOUIEHHMYECTBA BCTPEYAIOTCS M B ceTW VIHTepHeT, HO coobImeHue o
IIOMOIIM TIepeaeTCs IIOCPEACTBOM COOOINEHMS B COLMAIBHON CETH C JIOXKHOL
CTPaHHUIIBI POACTBEHHHUKA.

IIpy COMHEHMH B IpPaBIMBOCTH TIONYYCHHOM HHQOPMAIMU CieayeT
MIEPE3BOHUTH OJM3KHM OT UMEHH KOTO IIPHUIILIO COOOINEHNE, TO3BOHUTH B OAHK 110
yKasaHHOMY Ha Kapre, JIMOO B goroBope TenedoHy, MOCETHTH OJMKalInee
oTAeNeHue OanKa. baHk HUKOI/IA He 3alpalliBaeT Mo TeaedoHy CBEAEHHS 0 KapTe
KIIHEHTa: eée HOMep, KO Ha 00paTHO¥ crtopone, ®.M.0. Biajgensia KapThl B CPOK
€ [eicTBIs, a TeM Goliee muH-KOA. Ecitu coGeceIHUK IBITAeTCS HOMYIHTh OT BAC
TaKyro WH(POPMaNuio, JTU60 MPOCHT COOOIIUTH KOABL, KOTOphle MPUILIM Ha Barm
TeneoH OT 6aHKa, IPEKPATUTE C HUM Pa3roBop. :

I'parkaHam, HMEIOLIMM TIPECTAPENbIX POICTBEHHUKOB, COCEIel, 3HAKOMBIX,
HEOOXOUMO Pa3bsCHUTH MM, KaKHE CIIOCOOBI MOLICHHUYECTBA CYIIECTBYIOT, KaK
BECTH Ce0sl [P IIOJIYYEHNU 3BOHKOB U COOOIIEHHIT MOLIIEHHUYECKOTO XapaKTepa, a
MMEHHO HE BECTH IMAJIOTH C MOIIEHHUKAMH, IIPEKPATHTH PasrOBOP U ITO3BOHHTE
pozcTBeHHMKaM. ECIM IOXHIONW YeNOBEK IIONydYaeT IICHCHIO Ha GaHKOBCKYIO
KapTy, TO IPEUIOXKUTE CBOIO OMOIb B CHATHH C KapTHI JEHEXKHBIX CPEICTB, JTU00
IPEJIOKUTE POACTBEHHUKY ITiepelaTh KapTy Bam. Bo Muorumx cmywasx B xone
OOIIEHUS C IIpecTapelbIMU JIIOABMH COOOIIHMKM MOIICHHUKOB HAxXOJMSITCS B
palioHe NpPOXHBaHHS IOXHIOLO YeNOBeKa, MO0 y ero moma, mogbesma. Ilpu
IOJYYCHUH MOIIEHHUYECKOTO 3BOHKAa HEOOXOMUMO HEMEUIEHHO COOOIIHUTH O
JTaHHOM (haKTe B ITOJIULIMIO.

Eciy Ipit MOIIIEHHUYECTBE, B XO0JIe TelIe(OHHOr0 pasroBopa MPecTyIIHUKOM
ObL1a moydeHa HHQOopMaIHs 0 6aHKOBCKOM KapTe, TO HEOOXOIMMO TTO3BOHHUTH 10
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TeJIePOHY YKa3saHHOMy Ha KapTe M 3a0JIOKMpoBaTh Kapry. B neHs COBEpIIICHHS
MOIIEHHUYECTBA HEOOXOJUMO OOpaTHTHECA B OaHK C 3asBIEHHEM O BO3BpaTe
ACHEXHBIX CPEICTB Ha KapTy, Tak Kak OaHK 00s3aH BO3BPATHTH IEHEKHEBIC
CPE/ICTBA, €CIIU Onepalys OblIa OCIIOPEeHa BITa/IeNbIeM KapThl B JIeHb OePaLHH.

Jlnit  mperoTBpalleHMs  MONIEHHHMYECTB  TakKe PEKOMEHIYeM  He
pacnpocTpansaTe B ceTH MHTepHeT cBeleHHMS O MOOWIBHBIX HOMEpax ¢ HX
NPUBS3KOH K aHKETHBIM MNaHHBIM, HE YKa3biBaTh MOOWIBHEIE HOMEpa Ha
COLMAJIBHBIX CTPAHMIAX, B IIOJ]ABACMBIX B CETH OOBABICHHUSIX HE YKA3BIBATE PSIZIOM
¢ HOMepoM cOTOBOTO Tenedona MMs u PamMuiuio, apec KUTENECTBA U APYIYIO
nuaHyro uHpopManumio. He wucmonbsoBath B cetn VHTepHET HOMepa CBOMX
MOOMIIBHBIX TeNe(OHOB, K KOTOPHIM IpPHBSI3aHbI GAHKOBCKHE KAPTHI K HOMepa
MOOWJIBHBIX TeJIe()OHOB, KOTOPHIE HCIONB3YIOTCS VIS paGoThl B «MOGHIBHOM
OaHKe.

Ilocnensee Bpemst MOMy4YaOT — PacHpOCTPaHEHWE  MONICHHHYECTBA,
COBEpLIEHHbIE B OTHOIICHHUH IOJIb30BaTeNel ceT MHTepHET MpOAaromuX TOBaphI
Ha cafTax OeCIUIaTHBIX OOBsBIEHHH. IIpOJaBIly MOCTYIIAaeT 3BOHOK SKOGBEI OT
nokynareyist. MOIIEHHUK II0J BHJOM IIOKyIaTels COOOINAeT, YTO >KejaeT
IpUOOpeCTH TOBAap, HO IIPOXKHUBAET B JPYrOM rOpOJe U IpejlaraeT OILIATHTD
TOBAp ITyTeM IEePEUHCICHHUS IEHEXHBIX CPE/ICTB Ha KapTy mpojasna. Js 5Toro ou
TIIPOCHT NPOJABLa HAa3BaTh HOMEp KapThl, BIaJIeNbIla KapThl, CPOK AEUCTBHUS KApPTEHI,
KOJl Ha 0OPATHOM CTOPOHE, a TaK e COTOBBI HOMep, [PUBS3aHHBINA K KapTe, JI60
10 YMOJTYaHHIO HCTIONB3YeT HOMED, YKa3aHHbIH B 00bsBiIeHuN. [Tociie momydenus
OTHX CBE/ICHHH MOIICHHHK HCIIOJb3YeT JaHHbIE O KapTe JUIS OIUIaThl MOKYIIOK B
cetu Mutepuer. [Ipyroit Bapuant, Korjaa Ha Tele(oH NpPOJaBla HOCTYNAIOT KOMIBI
OT 6aHKa ¥ MOLIEHHUK IPOCHUT COOOIIATh MX SKOOBI JUIS IEPeBOfa AEHET, B 9TOT
MOMEHT MOUICHHHUK IOAKIIOYaeT K Tele(pOHy MHOTepIeBIIero, MO0 K CBOEMY
Tenedory ycuyry «MoOWIbHBIA GaHK» M IOXHINACT IEHBIH ¢ KapThl. Tperwuii
BapUaHT, KOTJa MOIICHHUK, BBICTYIAIOIIMA B POJIH «IIOKYyIATENs» Ipelaraet
NpOfaBILly MPOUTH K OaHKOMATy H, SKOOBI IIPOU3BESI HEKOTOPHIE OITEpALHH,
IIOJIyYHUTh JIEHBIH, B TPEX YKa3aHHBIX CIy4yasX MOIIEHHHMK IOXMINAET JECHEIKHbIE
CpezcTBa IpoAaBlia.

2) Comogusiii menedon UCHONbIYEMCA MOUWEHHUKAMU ONA nepedauu
CMC coobwenusn, coobwjenuii uepes meccendsceper Viber, WhatsApp c
6pe0OHOCHOI UHhopmayueil.

Tumnel coobimenuii: «3eck Hamu ¢ T060H oro http:\\...», «Bam aKaKyHT,
crpanuiia «BKOHTaKTe» B3JIOMaHBl, NpoHAMTE perucrpamumio http:\\...», «BEI
BBIMIPAJIA aBTOMOOUIIB, moapobHoCTH http:\\...”

HoBbl# TUIT COOOIIEHUH C BPeJOHOCHOM CCHLUIKOM:

«1 1O BameMy OOBSBICHHIO, COTJIACHBI JM BEI Ha OOMEH Ha 9TO

http:\\foto3.inc...»

HpH IMOJIYY€EHHUHN JaHHOI'O COOGH.[CHI/ISI OTKaXXUTECh OT MNPOXOXIACHHUSA IIO
yKaBaHHOﬁ CCBbIJIKE H AaKTHUBallUHU IIOJIYYECHHBIX CCBUIOK. ITo Bo3MOXHOCTH
IIPOBEPHTE €CTh JIX B CETHU I/IHTepHeT B IIOUCKOBBIX CHUCTE€MaxX CBEACHHUSI O JAHHBIX
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CChUIKaX M BO3MOXHBIX MolIleHHHYecTBax. COOOIUTE IOJIB30BATESIM CeTH
WHTepHeT, 9To JaHHas CChLIKAa MOIEHHHYecKast. Y JalluTe yKa3aHHOE COObIIeHue,
ecid yOexIeHbl, 4TO OHO He HaHecsIo Bpel BauieMy ycTpoiicTBy.

BpemoHOCHBIE ~ [POrpamMMbl ~ CO3JAIOTCS. W YCOBEPIIEHCTBYIOTCS
MOIIEHHUKAMH PETYISIPHO, U U paboTe ¢ TeaedoHoM BeI MoXkeTe CTONKHYTHCS ¢
BUJIOM BPEIOHOCHBIX IPOrpaMM, KOTOpble He TpeOyroT Baieil akTUBHOCTH H
CaMOCTOSTEJIBHO MOTYT OBITh 3arpy>keHbl Ha Baire MoGuiBHOE yCTpOHCTBO yepes
YS3BUMOCTH OIEPAIMOHHON CHCTEMEL.

B citydae 3apaxeHuss MOOGMIIBHOTO YCTPOHCTBA PEKOMEHJYEM OIPEIENnTh
YTPO3bI W TOCNENCTBHA IIONYYeHUs] NOCTyna Xakepa K Bamemy mo6unbHOMYy
YCTPOUCTBY.

Ilpu3Hakamu  3apakeHUss ~ MOOMJIBHOTO — YCTPOMCTBA  MOTYT  OBITH
OJIOKMpOBaHME OIEPAlMOHHONW CHUCTEMBI, OJIOKMpoBaHME BXOxsmux CMC
COOOIIeHHH,  OTIpaBKa  HCKYCCTBEHHO  CTEHEPUPOBAHHBIX  MOOGHIBHBIM
YCIPOHCTBOM ~ COOOILIEeHUH. 3apakeHHBIM MOOHIBHBIA  TeneoH  ciemyer
HEMEJJICHHO BBIKIIIOYUTE. CHM-KapTy MepeBBIIyCTHTh y OIleparopa, a TenedoH
COXPaHHTh IS IIOCICAYIOIIEro U3YYeHMs MONHMIMeH, ecau GBUI0 COBEpIIEHO
MOIIEHHUYECTBO, JINOO IepeiaTh B CEPBUCHBIN IIEHTP, €CIM JEHBIU IOXUINEHL He
OBLIH.

Ecnu k naHHOMY MOOHIIBHOMY yCTPOMCTBY NpuBsi3aHa OGaHKOBCKas KapTa,
OaHKOBCKHUE YCIIyTH Takue Kak «MoOumbHEIH 6aHky, «Onnaitn Bank», «HTEpHET-
GaHK», TO HEOOXOJMMO CPOYHO CBA3ATHCA C OGAHKOM, 3a0JIOKUPOBATH KapTy U
IPUOCTAHOBUTL OOCIy)uBaHue mo cueraM. Ecinu ¢ momompio tenedoHa 5T0 He
yaaercs cheiarb, TO HEOOXOOUMO OOpaTHUTHCS B OJMKailliee OTHelleHHe OaHka.
Eciu MOOMIBHOE YCTPOWCTBO HCHONB3YETCSl M JOCTyNla K CTpaHHIAM B
COLMAJIBHBIX CETSIX, TO HEOOXOAUMO C JPYroro yCTpoHcTBa JHOO KOMIIBIOTEpa
BBIATH B COIMAIBHYIO CETh U CMEHHUTH IIPUBS3aHHEIN HOMep TesedoHa.

3apaxeHHOE€ MOOMJIBHOE YCTPOWCTBO TaK K€ SBJIIETCS MCTOYHHKOM
pacnpocTpaHeHus BPEeJOHOCHOH MH(OpPMALUHU 0 KOHTAKTAM, COIEPXKAIIUMCS B
tenedone.  Jlng  OpeloTBpaleHUs]  PACCBUIKA  HEOOXOAMMO  yBEIOMHUTH
MaKCHMaJIbHO€ KOJIMYEeCTBO 3HAKOMBIX O Bameil mpobireme M 0 BO3MOXHO
MPUXOASAIIUX OT Balero MeH:u BpeIOHOCHBIX COOOIIEHUX.

B cnydae ecimu ¢ Bamero TenedoHa MM OaHKOBCKOM KapThl IOXHTHIH
JEHEe)XHBIE CPEJCTBA HEOOXOAMMO B JIEHb COBEPILICHHS XHUIIEHHS OOpaTHTHCS B
6aHk c TpebOBaHHEM BEPHYTh ICHEXXHBIE CPEICTBA, 3a0JIOKUPOBATH Balll CYET,
3alIPETUTh IIEPEBOJ[ JEHEXHBIX CPENCTB C Balllero cYeTa Ha Jpyrue cuerTa,
IIPUOCTaHOBUTH OOCIy)KHMBaHHE CUYETOB Ha KOTOpble OBUIM IE€pEeYUCIIeHBl Ballld
JeHexHele cpencTsa. Ilocie monydenns orBera oT 6aHKa, C BBITUCKOU I10 CYUETY
00paTUTHCS B MOJULHIO.

OnIHUM U3 pacrpOCTpPaHEHHBIX MOOHMIIBHBIX MOIIEHHUYECTB TAKKE SBISIETCS
UCIIOJIb30BaHue NyOIuKaTa CUM-KapThl IS JOCTYIa K CHCTEMaM JUCTAHIIMOHHOTO
yIpaBiieHus1 6aHKOBCKUM cueToM. IIpu3HakoM mcmons30Banus qyOinukara Baeit
CHM-KapThl ABISETCS OJIOKMpPOBaHME JOCTyNa MOOMIBHO# cBsi3u. B sToM ciyuae
HEeoO0XOJMMO CPOYHO OOPaTHThCS K MOOMIBHOMY OIEpPaTopy M IepeBBIIIyCTHTH



CHUM-KapTy. B ciydyae moaTBEpXIEHUS MOOGHIBHBIM omeparopoM  ¢axra
HECaHKIMOHHPOBAaHHOW 3aMeHbl Bammeit cuM-kapTel HeE0OXOIMMO HAIHCATE
IIPETEH3HUIO B COTOBYIO KOMIIAHHUIO ¥ OOPATUTHCS B HOJUIIHIO.

Moo wn36exaTh y4acTH KEPTBbI JAHHBLIX MOLICHHHYECTB, eC/IH
CJIE0BATH CIACAYIOIIUM PEKOMEHAAUIM:

- Jlnst paGoTel ¢ OAHKOBCKUMHM KapTaMH, cucTeMaMiu «MoGHITbHBLI 6aHK»,
«bank-onnaiin», «MHTEpHET-6aHK» W Jp. HCIONB30BATh OTAEIbHOE MOGHIEHOE
YCTPOHCTBO, HE IpEeJHA3HAYEHHOE JUIS DPa3srOBOPOB U pAa3BIEYECHHS B CETH
HnrtepHer;

- He yka3piBaTh HOMepa MOOHMIIBHEIX YCTPOHCTB, UCIIONB3YEMBIX JJIsT paboTsI
C OaHKOBCKMMH KapTaMM M JHCTaHIMOHHOTO YIPABICHHS OGaHKOBCKHM CUETOM,
KaK KOHTaKTHBIX B CeTH MHTepHeT, B OOBSABICHUSX U HAa CTPAHULAX COIUATBHBIX
ceTeu;

- IIpmoGpecTn M ycTaHOBHTH Ha MOGHIIBHOE YCTPOICTBO JIMIEH3MOHHOE
AHTUBUPYCHOE IMPOrpaMMHOE 0OecieYeHre U3 OPUIHATBHBIX HCTOYHHKOB;

- Ykasatb B Joropope ¢ 0aHKOM, 1u60 B WHOH (opMe cornacopath c
6aHKOM, YTO yIpaBlieHHe GAHKOBCKHM CYETOM M MPOBEJEHHE OIEpaIiii 1o KapTe
MOXET OCYIIECTBIIATECS TOIBKO C OJJHOr0 MOOHJILHOTO YCTpOiicTBa ¢ oqamuM IMEI,
OTPaHUYUTH KPYT ONEPaIMH, YCTAaHOBHUTH JIAMHUT, KOTOPBIA MOXHO MEPEBOIUTEH C
IIOMOIIBIO MOOUJIBHOT'O YCTPOMCTBA;

- 3aIpeTUTh IePeBOT BCEro 0ObeMa ASHEKHBIX CPEJICTB C KapThl, CUETA.

2. MomeHHHYeCcTBa, coOBepHIiaeMblé B CETH HNHTEepHET M ¢ MOMOINBLIO
cetu Unutepuer:

a) Mowennuuecmea npu npodasice moeapoe ¢ cemu Humepnem no
npedonname (pactipocTpaHeHHBle BUIBL mpoxpaxa Iphone, rmdposoii, GerroBoit
TEXHHUKH, OJIEXKIbI, 00yBH, aBTOMOOHIIEH, aBTo3amyacrei);

0) Ilonyuenue om unmepnem Mmazasuna, npooasya moeapa, He
COOMEEmCcmeyou|ezo 3aa6/1eHHOMY.

PasBuTue NaHHBIX BHJIOB MOIIGHHHYECTBA OOYCIIOBIEHO YEIOBEYECKHMU
(axkropamy, TaKUMM, KaK OKEAHHE COKOHOMHTH, OTCYTCTBHE  GIIU3KO
PaCIOJIOXKEHHBIX Mara3uHOB C TAKKM TOBAPOM, MOJHOE OTCYTCTBHE IIpeIIOKESHIH
Ha pbIHKe. OCHOBHBIMH IPUOOPETAEMBIMH TOBAPAMU SIBIISIOTCS IPEIMETEHI
pockoInH: noporas HU(poBas TeXHHKa, aBTOMOOWIIH, IIyObI, OpeHIOBBIE BEIH.
Hckimro4yeHsl MOMHOCTEIO (DaKThl IPHOOPETEH s TOBAPOB MEPBOi HEOOXOIMMOCTH.
JKenaHue COKOHOMHUTH NPUBOJUT 3a9aCTyIO K IOTEpe BCEX JNEHEXHBIX CPEICTB, B
CBSI3M C YeM, IlepBas U OCHOBHAas PEKOMEHMAAIMS - IPUOOpeTaTh BEIIM 3a WX
peaybHyI0 CTOUMOCTDh U HE HUCKaTh Ipemiokenuit ¢ 30-50% BEIrOoi, Tak kKak 3TO
IIPOTUBOPEYUT B LIEJIOM NPHUHIMIIAM DBIHKA, JTUOO IPHCIAHHBIA TOBAp OKAXKETCSI
IIOJICJIKO, HEUCIIPABHBIM, JIMOO HE yIOBIIETBOPSIOIINM 3aIIpOCaM IOKYTIaTelIsl.
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He crout npuobperats ToBapbl B HHTEpHET-Mara3nHax ITO3UIIHOHHU PYIOIIUX
ce0s KaK pOCCHIICKHE, HO MMEIOIIHe CaliThl B IOMEHHBIX 30HAX COm .org .biz .net
.info .tv .mobi.

Ocoboe BHHMaHKE Clie/lyeT yIeNuTh OT3bIBaM B ceTd MHTepHeT K JAHHOMY
MHTEPHET-MarasuHy, mnpoiasiy. [IpoBeputs korma 6bUI CO3MaH Marasu, Cair.
Cospman yin o rox m Gonee Hazan. Ecnu caliT cymecTByeT MeHbIe MecsIa, To
CTOUT OTKa3aThCs OT IOKYIKH. MOXXHO NpOBEPUTH HaluuMe opHca Y JaHHOIO
MarasuHa, yHOCTOBEPUThCA B CeTH IIHTepHeT, uYTO Takoil JOM CyIlecTByer,
IIOCMOTPETH €ro Ha KapTe, GoTo-CHUMKaX, naHopamax Sunexc, I'yrin. Y6eaurescs,
4TO Ha JIOME €CTh BBIBECKa MarasuHa, JM00 HMeroTcs opucHBIe rmoMernenus. Ha
CHHUMKaX TaK)Ke€ MOXHO y3HaTh Ha3BaHUs, TeJe(OHBI OJU3KO PACIONIOKEHHBIX
OpPraHU3alMH, IMO3BOHUTP UM W BBIACHUTH JIOCTOBEPHOCTh HHpoOpMaruu. B
MHTEPHET-CIPABOYHUKAX HAWTH Tele(OHBI aJIMHHUCTPAToOpa O(HCHOrO IeHTpa,
pecemmieHa,  yOeOWTBCS, 9YTO Takod Marasud WIM  HHIMBHAYAIbHBIN
NpEeINIPHHUMATEIb CYIIECTBYIOT U OCYIIECTBIISIIOT CBOIO AEATENFHOCTh B JAHHOM
3panud. Ilony4deHHy0 HHQPOPMALMIO CIELyeT HCIOJB30BaTh MPH OOLIEHHH IO
TelepOHy C COTPYOHHKAMH MarasuHa. Eciu  Marasug uid IIpOaBel]
OTKa3bIBAIOTCS 3BOHMTE IIO TeNe()OHy U NMpeIJIaraloT Apyrde crocobbl obLieHus,
Takue kak Viber, Skype, WhatsApp u npyrue, 6o marasun TenedoHna He umeer,
CIeflyeT OTKa3aThCs OT IOKynKd. B xozme ofOmieHus no TenedoHy MOXKHO
COOOIIMTE, YTO HAXOJHUTECH B FOPOJIE IPOABIIA, MATA3UHA U MPEIIONKUTE 3a0bpathb
TOBap CaMOBBIBO30OM U OILUIATHTh HAMYHBIMU B oduce. B ciydae kareropudanoro
OTKa3a CJIeNyeT OTKa3aThCsl OT MOKYIIKH.

Ilpn npuoOpeTeHUuH NOPOrOCTOAINMX Belled, Takux KaK aBTOMOGHIIE,
JOPOXKHASI TEXHUKA, CTPOUTENIBHBIE MaTepPHallbl, PEKOMEH/YeM IIOTPATHTE JEHbIU
Ha JIOpOry 10 ropo/ia MPoJaBLa U yJOCTOBEPUTECS B HAIHMYHU [IPOABIA H TOBapA.
JIubo HaliTh B ropoie NpojaBla 3HAKOMBIX H IONPOCHTh HX IIPOBEPHTD
JIOCTOBEPHOCTH IpeIoXKeHusl B ceTd MHTepHer. Eciu ke Takoil BO3MOXHOCTH
HET, TO OIIATHTH YCIIyId IOPHMCTa, COTPYJHHKA aBTO(QHMPMEI, 3aHMMAIOIIEHCS B
ropoje MNPOAABLA IPOAAKEH U CKYNKOW aBTO M 3a CHMBOJIMYECKYIO IUIATY
IPEIIOXHUTE €My BCTPETUTHCS C MPOAABIIOM U OCMOTPETh aBTO U JOKYMEHTHI. DTO
KacaeTCsi U NpUOOpeTeHrs CTpoMAaTePHaNoB M MeTaia — 0OpaTUTECh K YCIIyraMm
fopucta B Topoxe Ipojasia. JlioGble npucnanasle Bam no HuatepHety
goTorpagun, ckaHBl NOKYMEHTOB M aBTOMOOHWIS MOILIEHHWKHA C JIEMKOCTBIO
ITO/IIEJTBIBAIOT.

B Hacrosiiee Bpems 60NBIIMHCTBO HHTEPHET MarasuHoB paboTaro mo 100 %
Ipeforuiate, Mpu COOIONEHUH yKa3aHHBIX PEKOMEHAALMI MOXXHO COBEpIIUTS
YAQUHYIO IMOKYIIKY.

HacTosiTennbHO peKoMeHIyeM He OCYIIECTBISITh «CIIENbIE» IOKYIKH B
COLMAIBHBIX CETsX. AJMHMHHUCTPAIUs COLMANBHBIX CeTell HCKIIOUWIA pasfielibl
OOBSBIIEHMHA C CalTOB M He HECeT OTBETCTBEHHOCTh 3a COBEpIIAeMBIE C
HCIIOJIb30BAHUEM CETH JIEHCTBUS I10JIL30BaTENEH.
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B ciydae HeoOXOIMMOCTH NPHOGPECTH TOBAap Yepe3 CONHANBHYIO CETh
HeoOXOIMMO TIIATENIBHO IPOBEPUTH IIPOJABIA, 00I3aTEBHO CBA3ATHC C HUM IO
Tene(OHy, paccupocHTh IOAPOGHOCTH O TOBape, HOTPeGOBATH GoTorpadun
TOBapa B JIETAAX, HPEUIOKHUTH OTIPABUTh TOBAp KyphepCKOH CIy)Goi mu
HAJI0)KEHHBIM  ILIATEXKOM, OOrOBOPUTH  BO3MOXHOCTH  BO3BpaTa TOBapa,
BO3MO>XHOCTb CaMOBBIBO3a.

IIpoBepuTE OT3BIBBL U OCTABIEHHBIE KOMMEHTAPHH B IPYTITIC M HA CTPAHHIIE
nponasua. Eciu HECKOIBKO MOJb30BaTeNed CETH Pa3MEIIAIOT CIUIONIS XBaTeOHEE
OT3BIBBI U PEKOMEH/IAIIUM, TO CTOUT POCMOTPETh CTPAHHIIBI STUX IIOJIB30BATENEH,
HEe ABILIOTCS JIM OHH «(PEHKOBBIMHY», €CTh JIM Y HUX Ha CTPAHULAX JIAYHEIE
dororpaduu, 6GosbmIOE KONHYECTBO Apy3ed. JlaHHYIO HH(POPMALUIO MOYHO
IPOCMOTPeTh M Ha CTpaHule npozxasna. CTpaHula NpoOJaBIa IOKHA OBITH
AKTUBHOM, Ha HEH peryjsipHO JOJDKHBI pa3sMelaThCsi JIMYHBIE (oTorpaduy,
OOHOBJIATHCS ATBOOMBI, JOJKHEI OBITH CBEJEHHS O MecTe y4eObl u paboTeI, a B
APY3BAX JIOJDKHBI OBITH <OKMBBIE» U aKTHUBHEIE IIOJIE30BATENM. MOXHO YTOUHHUTS,
TJI€ HAXOMUTCA MPOJABEl], B KAKOM rOpOJie, NPEIIOXKHUTE 3a0parh TOBap SKOGEHI
BAallMM 3HAKOMBIM, HaXOJMIIUMCS B JAaHHOM TOPONE W OLEHHUTh PEaKIIHIO
npoxaBua. Eciu B cetu BbI 00IMaeTech ¢ MarasMHOM, TO IOTPeOYHTe COOBIIUTEH
caiiT MarasuHa B ceTd VHTepHeT, ropumudeckuii M (akTuueckuii ampec. [Ipu
NFO00OM COMHEHHMH OTKaXHUTECh OT HpHOOpeTeHus: ToBapa co 100% mpemomiaroit
yepe3 COLUAIIBHYIO CETh.

IMlupoxoe pacmpocrtpanenue B ceTd HHTepHeT Tarke NPHOGPETAIOT
MOIIEHHUYECTBA C IIPUBJICIEHHEM CPEICTB IONB30BaTENeH Ul UX IPHYMHOXKECHHUS
B (MHAHCOBBIX NHUPaMH/IAX, KOOIEPATUBAX, MUKPO(HHAHCOBBEIX OpPTraHH3ALIASIX,
Oupxax,  OyKMEKepCKMX  KOHTOpaX,  pPBIHKAX  3JIEKTPOHHBIX  BAJIIOT.
IIpaBoOXpaHHUTEbHBIE OPraHbl HACTOATETFHO PEKOMEHIYIOT HE BCTYIATh B KaKHe-
00 OTHOIICHUS C TAKUMHU OPTaHU3aLMsAMH U JIMLAMH, IPEAIaraloliMU TaKue
yCIyrd, Tak KaK MHOTME€ KOMIIAHMM ¥ HWHTEpPHET CaWThl JAaHHBIX KOMIIAHWMA
HaxOoJUITCS 32 PyOekKOM, OpraHu3aluK paboTAIOT MO 3aKOHAM JAPYTHX IOCYIapCTB,
100 M3HAYAIBHO MOIIEHHUYECKHE, U BEPHYTh 3aTpadeHHbIE HA JJAHHBIE TIPOCKTH
JIEHBI'! NTPAKTUYECKU HEBO3MOXKHO.

6) Caiimbl «nodoenkuy, @ MmaK ce huuiunzoevie caiimol.

JlaHHBIA BHJ| MOIIEHHUYECTBA IPEIOJAraeT, YTo KepTBa MOCYUTAET CalT
3HAKOMBIM W IPUOOpEeTeT Ha HEeM TOBap, YCIyry, JU0O yKa)KeT NaHHbIe CBOEH
0aHKOBCKOU KapThI.

EnuncTBeHHON peKOMeHIae MOXeT OBITh MPOsIBJICHHE BHUMATEILHOCTH.
Heo6xoaumo o6paTHTh BHUMaHME Ha alpecHyIO CTPOKY caiiTa, Ha3BaHHe caiita,
eCTh JIU KaKue-TMOo N06aBOYHBIE CHMBOJEI HIIM Ha3BaHUsS B aIpecHOM CTPOKe,
PacrojIoXKeH JIM CalT B JOMEHHOM 30He «ru». CKOIHpOBaTh Ha3BaHUE cCaiiTa U3
aJIpECHO CTPOKU U MPOBEPUTH B IIOUCKOBOH cucteMe. He crout moBepsTs caiitaMm,
UMEIOIUM B Ha3BaHHUM 3HAKOMBIE CJIOBA, HO PACIOJIOXEHHEIE B JIOMEHHBIX 30HAX
.com .org .biz .net .info .tv .mobi u apyrux He CBS3aHHBIX C POCCUUCKHM HHTEPHET

IPOCTPAHCTBOM.



9

HeonHokparHo mposepbTe caliThI B pasjieiax KOTOPBIX, IUIaHUpYeTe
yKa3aTh JlaHHBIE O CBOeH OaHKOBCKOM KapTe, O JaTe CO3/aHUs caifta, Mo
Tenle(OHAM YKasaHHBIM Ha caliTe, 10 OT3bIBaM B ceTu KHTepHer, cienyer
YTOYHHTL HET JIM caiita B pasiu4HbIX Onex jnucrax ceru Mutepuer. Ilomuure,
MOIICHHUKY NOCTATOYHO HOMepa KapThl U KOJa Ha OOpATHOH CTOpOHE KapTbl
(CVV xon, cocrosmmii u3 deTsipex nudp) JUisl MOKYIOK U OILIATHI YCIYT B CETH
WurepHer. Jlpyrue naHHbIe, TO, KaK CPOK JEHCTBUS KAPTHI, OH MOXKET 1o100paTs,
a UMs U (GaMHIIMIO BIajleNiblia Y3HATh OT BAac MO0 M3 ceTH MHTepHeT ¢ Barmx
JIUYHBIX CTPAHHUIL.

Ecnu BEI cTain )XepTBO# Takoro caiiTa M 3aMETHIIM 3TO MOCIe IPOBEISHHU
ONepaIMy, IOKYNKH, 3a0JIOKuUpyliTe KapTy u obpatuTech B GaHK B JeHb
NPOBEJICHHS! ONIePALMH JJIsl €€ OTMEHBI U BO3BPATe JAEHEXHBIX CPEJICTB.

ITpu noxymnke aBua, XKeIE3HONOPOKHBIX OHIIETOB He UIUTE OYEHb JIelTeBbIe
OWIeThl HAa COMHHMTENBHBIX cafiTax, TeM Gojiee PaCIONOXEHHBIX B JOMEHHBIX
30Hax .com .org .biz .net .info .tv .mobi . JlocTynHkIe o meHe GHUIIETH XKeJTaTebHO
IpuoOpeTaTh Ha OGUIMANBHBIX CAliTaX KOMIIAHUK-TIEPEBO3YHKOB.

I'Y MBJI Poccuu no Bousrorpaackoii o6aacru



